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Software vulnerability is a great threat to information systems, it can cause
great damage to economy and national security. Therefore, it is helpful to
discover vulnerabilities in time. Fuzzing is an important technology to detect
software vulnerabilities. However, fuzzing usually costs huge computing energy and
many computing hours. It requires obvious performance improvement to meets the
timeliness of vulnerability detection. Currently, most researches focus on
improving the algorithms of fuzzing, which is difficult to make a breakthrough in
performance. Considering massively parallel distributing computing is mature (it
is easy to get massive computing resources by cloud computing or super—computing),
we try to study how to utilizing massive computing resources to improve fuzzing
performance. Our study will include distributed fuzzing framework design, fuzzing
task scheduling and load balance, scalability analysis. Finally, we plan to
combine algorithms methods with our parallel methods to further improve
performance. In this way, we can rapidly detect vulnerabilities in target
software, shortening the vulnerability discovering window greatly. By the effort
of this project, we want to make the information systems and the Internet safer.
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