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cwe checker

Hunting Binary Code Vulnerabillities
Across CPU Architectures
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Challenges of Bug Hunting in the loT World

* Bug hunting through reverse engineering is time

consuming and tedious
* Firmwares can be large = impossible to reverse
everything by hand

* Many different CPU architectures
x86/x64, PowerPC, MIPS, ARM, ...

* Each CPU-architecture has its own instruction set
e.g. x86/x64 alone has hundreds of assembly
instructions

* Assembly instructions can have complex side effects
e.g. setting CPU flags
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cwe checker - Overview

* Automating the process of finding vulnerable code
patterns, categorization via CWE (common weakness
enumeration) numbers ‘ Disassembling

* Based on Binary Analysis Platform (BAP)

e Using BAP’s intermediate representation to achieve

Binary Program

Intermediate

CPU-architecture independence Representation
* Modular structure ‘ Run checks
* 13 checks using static analysis
* 4 checks using symbolic execution CWE Reports

* Easy Deployment through Docker or Opam
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cwe_checker - Example

: sub main(main_argc, main_argv, main_result)

Binary Program

: main_argc :: in u32 = RO
: main_argv :: in out u32 = R1
: main_result :: out u32 = RO
#include <stdlib.h>
Finclude <stdio.t Di ble & Lift to IR
incLude <stdio.n= Isassem e I O : mem := mem with [v37@ + OxFFFFFFFC, el]:u32 <- LR
: mem := mem with [v370 + OxFFFFFFF8, el]:u32 <- R1l
L] C L] sk sk : SP :=5P - 8
¥01d main(int argc, char** argv) " R11 == SP + 4
: SP := SP - O0x10
: * * . : mem := mem with [R11 + OxFFFFFFF®, el]:u32 <- RO
ln-!: da-,t,?. . malloc(ZOO argc) ! : mem := mem with [R11 + OXFFFFFFEC, el]:u32 <- Rl
printf("%i", data[0]); : R2 := mem[R11l + OXFFFFFFFO, el]:u32
free(data); h k d I 5381 22[13
} Run cwe checker modules . R3 := v381

: R3 :=R3 +

: v385 :=R3

: R2 := v385

: R3 :=R3 +

: v389 := R3

: R3 := v389 <<

: RO R3

: LR := 0x10498

: call @malloc with return %000000d5

: <main>

: 00 01
: 00 01

10 40
: 80 01
: eb ff

add r@, ro, ro, 1lsl #2
add r@, ro, ro, 1lsl #2
push {r4, 1r}

1sl ro, ro, #3

bl #-0x54

: 00 40 mov r4, r@
: 00 20 1dr r2, [r@]
10 1@ ldr rl1, [pc, #0x10]
: 01 o0 mov r@, #1
: ef ff bl #-0x44

: R3 := RO

: mem := mem with [R11 + OXFFFFFFF8, el]:u32 <- R3
: R3 := mem[R11l + OxFFFFFFF8, el]:u32

: R3 mem[R3, el]:u32

: Rl :=R3

: RO mem[0x104C8, el]:u32

: LR := 0x104B4

: call @printf with return %000000de

2019-06-28 10:50:24.970 WARN : [CWE190] {0.1}
(Integer Overflow or Wraparound) Potential ove
rflow due to multiplication 0x10374:32u (mallo
mov r@, rd c).

pop {r4, lr} 2019-06-28 10:50:24.973 WARN
b #-0x80

: 04 00
: 10 40
: ed ff

: [CWE476] {0.2}
(NULL Pointer Dereference) There 1s no check 1
f the return value is NULL at 0x10374:32u (@ma
1loc).

: RO := mem[R1l1l + OxFFFFFFF8, el]:u32
: LR := 0x104BC
: call @free with return %000000e2

: B0 c6
: 10 ca
: d8 fc

add rl2, pc, #0, #12
add ri12, rl2, #16, #20
ldr pc, [rl2, #0xcd8]!

#EHUSA WEBLACK HAT EVENTS



4

ARSENAL e T T s L MANDALAY BAY S LAS VEGAS

. 3 a5 e g kT nag w B fo o o e s
el i m P
et g A sam
_— E— U,

cwe_checker - Some Static Analysis Modules

e CWE 190: Integer Overflow

e CWE 332: Insufficient Entropy in PRNG

e CWE 426: Untrusted Search Path

* CWE 467: Use of sizeof() on a Pointer Type

e CWE 476: NULL Pointer Dereference

e CWE 560: Use of umask() with chmod-style arguments
e CWE 676: Use of Potentially Dangerous Function

And many more!
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CWE-476: Possible NULL Pointer Dereference

 Many functions may return NULL on failure (e.g. malloc, open, etc.)
— Return values must be checked!

* Via DataFlow Analysis:
 Unchecked return values are tainted
* Check of a tainted value 2 remove taint
 Memory access through a tainted value = report possible CWE hit
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CWE-476: Possible NULL Pointer Dereference

DEMO
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Integration into Other Tools

Visualize results in IDA Pro Integration into FACT

. - h i
IS
loec 225E0 ; [CWE476] (NULL Pointer Dereference) Showing Analysls: cwe checker
LDR R3, [R11,fvar 2A0] Time of Analysis 2018-07-12 13:31:26
LDR R3, [R3,#4]
ADD R2, R3, # 1 Plugin Version 0.3.2
é‘z; ::g ' { :;1;’4#;'317_2AD] Overview of CWE warnings on Expasure Through Debug Information)
r r
LDR R3, [R11,#var 2A0]
LDR R3, [R3,#4]
SUB R3, R3, #1
STR R3, [R11, #var_20] [CWE215] (Information Expesure Through * CU /xi2tpdo
LDR. R3, [R11,#var 44] ; [CWE457] (Use of Uninitialized Variable) Debug Infarmation) (0.1) s
STR R3, [R11, #var_ 24] * CU controle
LDR R3, [R1l1, #var_ 2A0] * CU favpe
LDR R2 r [R3, #DXC] » Cljeale
LDR R3, [R11, #var_20] / 'ork::"
MOV R3 r R3 r LSL#2 . ElLJI ..a.rp.qend...
. ‘schedulerc
ADD R4 » R2 r R3  CU Hilec
MOV RO, #0x20 ; size * CU /agac
BL malloc * CU mdsc
STR R3 , [ R4 ] [CWE487] (Use of sizeof on a Peinter Type) ® sizeof on polinter at OxB&40 (strnomp)
LDR R3, [R11,#var_2A0] N
LDR R2 » [R?’ " #E‘XC] [CWE476] (NULL Pointer Dereference) # There is no check if the return value is NULL at 0x17D0C/000038(e (fgets)
LDR R3, [R1l1, #var 20] {0.1) » There Is no check If the return value Is NULL at 0x179E4/0000555a (malloc)
MOV R3, R3, LSL§z2 . :::Lere Ib no c::ect | the return va:ue |H :EH_ d: ?(Egiggsggzgss ( | )
® There Is no check If the return value Is at OxAEDQ/000062¢ca {malloc)
ADD R3 r R2 ! R3 # There is no check if the return value is NULL at Dx17404/00006498 (fg
LDR R3 ’ [R3] # # There is no check if the return value is NULL at 0x17B5C/00006172 (
ADD R2, R3, L
MOV R3, #alu ; "%lu
MOV RO, RZ ; s
Ty I:|‘|, Iln__n.:\ s samasl s

Ghidra integration coming soon!
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Conclusion cwe_checker is a tool to heuristically detect bug classes

 Thanks to its foundation on BAP it is able analyze binaries of
many architectures including x86/x64, PowerPC, MIPS, ARM
 Currently over 15+ checks
* Mostly based on static analysis
— Beware of false positives/negatives A
e Easy to add your own check!
* Tool Integration is a mayor concern:
FACT & IDA Pro (and Ghidra planned)

[=]

[m] =g
Get it now! Cwe

https://github.com/fkie-cad/cwe checker C h e C ke r

LGPL 3.0 License

[=]
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